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Abstract

Coverage-guided grey-box fuzzing has emerged as a practical and
widely-adopted technique for automated software testing. The topic
has been quite popular, with numerous new techniques, each claim-
ing significant improvements over the established baselines.

This paper presents an independent evaluation of six state-of-
the-art grey-box fuzzers across seven widely-used benchmarks.
Our evaluation shows that AFL++, LibAFL, and Predictive Context-
Sensitive Fuzzing achieve significant improvements over AFL (97%,
97%, and 95% vs 93% mean performance), while Darwin and MOPT
show no meaningful improvement over AFL (92% each), and Eco-
Fuzz consistently underperforms at 88%. We find that improve-
ments are highly target-dependent, with complex targets showing
the largest performance variations (62-99% across fuzzers) while
simpler targets show convergence.
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1 Introduction

Fuzzing has become essential for vulnerability discovery, with
American Fuzzy Lop [38] (AFL) serving as the de facto standard
since 2013. AFL’s demonstrated efficacy sparked significant re-
search interest, which led to a wave of next-generation fuzzing
techniques that promise improvements through machine learn-
ing [19], energy efficiency [11, 37], context-sensitivity [7], and
enhanced mutation strategies [14, 23].

Prior work highlights the importance of independent validation
for fuzzing benchmarks [5, 29]. Motivated by curiosity about the
landscape of modern fuzzing, this paper seeks to answer the fol-
lowing question: Have modern grey-box fuzzers made measurable
improvements over the baseline of AFL? To this end, we evaluate
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six modern grey-box fuzzers against the AFL baseline. These in-
clude AFL++ [14], Predictive Context-Sensitive Fuzzing (PCSF) [7],
LibAFL [15], Darwin [19], MOPT [23], and EcoFuzz [37].

Our evaluation demonstrates that recent fuzzing advances show
mixed success. While AFL++, LibAFL, and PCSF achieve measur-
able improvements over AFL’s 93% baseline, reaching 97%, 97%, and
95% respectively, the remaining three fuzzers fail to deliver. Darwin
and MOPT perform on par with AFL at 92% each. EcoFuzz per-
forms significantly worse at 88%, a finding corroborated by recent
independent work [29]. We also observe that fuzzer performance
is highly target-dependent, with complex targets showing 37-point
performance spreads while simpler targets show near-complete
convergence across all fuzzers.

2 Background

Fuzzing is an automated software testing technique that system-
atically generates inputs to explore as many program execution
paths as possible, with the goal of triggering crashes, hangs, or
other abnormal conditions that may indicate the presence of bugs.
The infamous 2014 HeartBleed vulnerability [10] in OpenSSL [26]
occurred due to a simple bounds check error that allowed private
memory exfiltration from secure servers. HeartBleed exemplifies
the class of vulnerabilities that fuzzing is well-suited to detect. Since
then, industry gradually built large-scale continuous fuzzing infras-
tructure [17], while academic research focused on advancing the
state-of-the-art.

2.1 Fuzzing Strategies

Fuzzers vary in terms of how much visibility they have into the
internals of the program being tested.

Black-box fuzzing: As the name suggests, such techniques [6, 13,
21, 39] treat a target as a black box; inputs are generated without
any knowledge of the program’s internal structure, and only exter-
nal behavior — such as crashes or outputs - is observed.
White-box fuzzing: This approach [8, 16, 36] has full access to
the program’s code to guide test generation. Traditional white-box
fuzzers rely on symbolic execution and constraint solving to explore
program paths that would be nearly impossible to reach through
random mutation (e.g. flipping a bit, inserting a token, or rearrang-
ing bytes) or feedback (e.g., coverage, or execution time) alone,
though recent work has explored using large language models for
white-box compiler fuzzing [36]. While white-box approaches can
reach deeply nested or rare code paths that other methods typically
miss, they come with high computational overhead and poor scala-
bility.

Grey-box fuzzing: This approach is a hybrid of white- and black-
box fuzzing. It employs lightweight instrumentation to track code
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coverage and uses that feedback to guide mutation-based input
generation [1, 3, 7, 11, 14, 15, 19, 23, 34, 35, 37, 38]. This allows
grey-box fuzzers to efficiently explore new execution paths without
the computational overhead that makes white-box fuzzing imprac-
tical at scale. Coverage-guided grey-box fuzzing strikes a practical
balance between effectiveness and efficiency, and it has become the
dominant model in both academic research and large-scale indus-
trial deployments [14, 17]. All fuzzers evaluated in this paper fall
into this grey-box category.

2.2 American Fuzzy Lop (AFL)

While grey-box fuzzing has a long history [9, 25], AFL [38] brought
coverage-guided fuzzing into widespread use. It combined light-
weight instrumentation to track control-flow edge coverage with a
mutation engine that prioritized inputs that trigger new program
behavior. This mutation engine combines deterministic strategies
(such as flips) with chaotic random mutations designed to explore
the input space and escape coverage plateaus.

3 Methodology

We evaluate the performance of AFL (used as a baseline) and six
other state-of-the-art fuzzers across seven commonly used open-
source targets. They cover a wide complexity spectrum, from simple
compression utilities (z1ib, 470 edges) to sqlite3’s database en-
gine with 20,360 edges, as well as parsers for structured formats
such as XML (1ibxml2), XSLT (libxslt), and image processing
libraries (stb, 1ibpng). Table 1 lists target programs and their de-
scriptions.

3.1 Tools Tested

Fuzzers were selected based on recency, publication at top security
venues, open-source availability, and technique diversity. We focus
exclusively on general-purpose coverage-guided grey-box fuzzers,
excluding domain-specific approaches such as firmware, protocol,
and compiler fuzzing.

3.1.1 Enhanced Mutation Strategies. AFL++ [14] is a current and
actively maintained fork of AFL that builds upon AFL’s architecture
by addressing some of its shortcomings. While it preserves the core
design of AFL (coverage-guided grey-box fuzzing using lightweight
instrumentation and forkserver-based execution), AFL++ offers
improvements that enhance performance and extensibility:

e It extends the AFL mutation engine with new operators,
including multi-byte arithmetic, dictionary-based token sub-
stitution, and block overwrites.

e It supports deeper mutation stacking, allowing more muta-
tions to be chained together per input than AFL.

o It provides a Custom Mutator API that allows researchers
to implement customized mutation strategies without mod-
ifying the fuzzer’s core. Several fuzzers have been ported
into AFL++ using this modular interface, e.g., RedQueen [12],
AFLSmart [27], and Predictive Context-Sensitive Fuzzing [7].

MOPT [23] improves fuzzing efficiency by dynamically adjust-
ing how often different mutations are applied. Unlike AFL’s fixed
mutation probabilities, MOPT uses a lightweight form of Particle
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Swarm Optimization [20] to continuously adjust mutation likeli-
hoods based on their past success. By adapting to the target pro-
gram’s behavior, MOPT automatically prioritizes effective muta-
tions, leading to faster coverage growth without manual tuning.

3.1.2  Architectural Redesign. LibAFL [15] is a fuzzing framework
designed for performance, composability, and scalability. Unlike
monolithic fuzzers, LibAFL is designed to be modular and adapt-
able. Every core component (scheduler, mutator, executor) can be
swapped. Its baseline fuzzer improves upon AFL++ by incorporat-
ing execution time as a signal to prioritize deeper paths. Coded in
Rust [30], LibAFL uses lightweight threads and in-process execu-
tion to achieve higher throughput than traditional process-based
fuzzers.

3.1.3  Context-Sensitive Approaches. Predictive Context Sensi-
tive Fuzzing [7] (PCSF) is implemented as a custom mutator for
AFL++ that introduces a lightweight form of context sensitivity
into the fuzzing loop. PCSF distinguishes between calls to the same
function based on their call sites, creating separate execution paths
for each context. This helps the fuzzer explore behaviors that would
otherwise look the same. For example:

1 def parse_header (data):

2 if data.startswith(b"\x89PNG"):
3 return parse_img(data)

4 if data.startswith(b"\x45\x00"):
5 return parse_network(data)

6 return

s def load_image_file(f):
9 parse_header (f.read(
10

11 def handle_network_packet (pkt):
12 parse_header (pkt)

)

Even though parse_header () is the same function, it is used in
two contexts: load_image_file()— parse_header() and handle
_network_packet() — parse_header (). Without context sensi-
tivity, a fuzzer treats both call paths as the same coverage, poten-
tially missing branches that require different input formats for each
context. PCSF clones parse_header () for each call site, creating
distinct execution paths that the fuzzer can explore independently.

3.1.4 Adaptive Learning. Darwin [19] is a mutation scheduling
strategy built atop AFL that adapts over time by learning the most
effective mutations. It uses an evolution strategy to adjust the proba-
bility of applying each mutation based on its past success. Mutations
that lead to new coverage are reinforced, allowing the fuzzer to
gradually prioritize those that work best without requiring any
manual tuning. Darwin continuously self-adjusts based on runtime
feedback.

3.1.5 Energy Optimization. EcoFuzz [37], built upon AFL, aims
to maximize path exploration while reducing wasted computation
on redundant inputs. Fuzzing naturally plateaus over time because
later stages exert more effort on already-covered paths rather than
discovering new ones. EcoFuzz uses a reward-based search strat-
egy [2] to estimate which inputs are most likely to lead to new
paths, and applies an adaptive energy heuristic to decide how many
mutations to generate for each input.
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Table 1: Target programs used in evaluation.

Program Target Description Max Edges
sqlite3 [18] | sqlite3 SQLite database engine 20,360
libxml2 [31] | libxml2_xml XML parsing 15,730
libxslt [32] | libxslt_xpath XSLT transformation 11,361
openssl [26] | openssl_x509 X.509 certificate parsing 5,834
stb [4] stb_stbi_read Image loading 2,198
libpng [28] | libpng_libpng_read PNG image parsing 2,076
zlib  [22] | zlib_zlib_uncompress | Data compression 470

3.2 Experimental Setup

All experiments were conducted on standardized Ubuntu 22.04.5
LTS virtual machines with 64 GB RAM and 16 CPU cores (13th
Gen Intel i5-13600KF). Target binaries were compiled with fuzzer-
specific instrumentation using their respective compilation toolchains
(afl-clang-fast for AFL and AFL++, libafl_cc for LibAFL, etc.), with
consistent -O2 optimization levels and identical compilation flags
where possible. Fuzzers were configured using default parameters
recommended by their respective authors, and used the same initial
seed corpus for each target program to eliminate potential bias
from different starting conditions.

3.3 Evaluation Protocol

It might seem that the best way to evaluate a fuzzer is by the number
of bugs or crashes it discovers. However, code coverage is the most
widely accepted and practical metric in current fuzzing research,
serving as a proxy for a fuzzer’s ability to find complex and rare
program behaviors.

However, coverage-based evaluation has certain limitations. As
Wang et al. [33] demonstrate, coverage-guided fuzzers may over-
look security-critical program states that do not contribute to new
coverage. Similarly, PCSF shows that traditional coverage metrics
can miss important buggy states without proper context sensitiv-
ity [7].

Following Bohme et al. [5], we use coverage as the primary
metric, since bug-based comparisons require prohibitively long
campaigns to produce statistically meaningful results. We adopt
recommendations in [5] for fuzzer evaluation, deviating only in trial
count and duration, as discussed below. For each fuzzer-target pair,
we performed three campaigns, each lasting five hours, totaling
735 individual fuzzing hours: 7 fuzzers X 7 targets X 3 campaigns X
5 hours.

Although [5] recommends 10-20 campaigns of 12-24 hours, the 5-
hour duration aligns with industry practice (Google’s OSS-Fuzz runs
5-hour jobs) and is well-justified by prior work. Fuzzers typically
reach coverage plateaus within the first few hours of execution.
Darwin [19] observes that coverage outcomes tend to emerge within
the first 200 minutes. In cases where Darwin was not ahead by that
point, it did not outperform other fuzzers later. Their standalone
evaluations ran for 24 hours, and comparative experiments with
other fuzzers were limited to 6-hour runs. Coverage was measured
as the number of program branches reached during execution and
collected at 15-minute intervals throughout each campaign using
FuzzBench [24].
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4 Results

4.1 Overall Performance Rankings

Our evaluation summarized in Table 2, reveals a clear performance
hierarchy among tested fuzzers. Green indicates the top-performing
fuzzer for each benchmark, blue indicates second place, and grey
indicates third place. AFL++ emerges as the top performer scoring
a 98.00% median and 97.29% mean. It is followed closely by LibAFL
(97.00% and 97.14%, respectively) and PCSF (98.00% and 94.86%).
These three significantly outperform the baseline AFL, which scores
only 93.00% and 92.71%.

Results demonstrate that only three state-of-the-art fuzzers of-
fer meaningful improvements over AFL. The adaptive learning
approaches fall short of their promises: Darwin (93.00% median
and 92.43% mean) and MOPT (93.00% median and 92.00% mean)
show minimal improvement over AFL. EcoFuzz stands out as a clear
under-performer with its 87.86% mean.

4.2 Performance Variation Across Targets

4.2.1 High-Variance Targets. sqlite3 has the largest performance
gaps among all targets, as shown in Table 2. It has scores rang-
ing from 62% (EcoFuzz) to 99% (LibAFL) and 94% in the case of
AFL++. sqlite3 demonstrates LibAFL’s architectural advantages,
as shown in Figure 1, where its in-process execution model enables
rapid early coverage growth, reaching 18,000 branches within 15
minutes compared to other fuzzers in the 11,000 range. AFL++ does
eventually narrow the gap considerably.

sqlite3_ossfuzz
18000
oon /

14000

Branch Coverage (Edges)

12000 —— afiplusplus

—— darwin
ecofuzz

— libafl

—— mopt

10000 pest

0:33 1:06 140 213 2:46 3:20 353 4:26 5:00
Time (HH:MM)

Figure 1: Coverage over time on sqlite3.

libxslt_xpath exposes how fuzzer design choices affect perfor-
mance on structured input formats, as illustrated in Figure 2. AFL++
and PCSF both reach 99%, while EcoFuzz trails at 81%. AFL++’s
performance stems from its enhanced mutation operators that can
better handle XSLT’s structured input format, while PCSF’s func-
tion cloning allows the same parsing functions to be explored in
different calling contexts. Conversely, EcoFuzz’s energy-conserving
approach may prematurely abandon exploration of parsing paths
that appear redundant but represent distinct program behaviors.

4.2.2 Low-Variance Targets. Both openss1_x509 and z1ib_zlib_
uncompress demonstrate fuzzer convergence, with all achieving
similar coverage levels (highlighted in yellow in Table 2). These
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Table 2: Normalized coverage scores for each fuzzer across all benchmarks. NOTE: The table shows median relative performance
of each fuzzer to the maximum of the experiment. The highest relative performance may not be 100.

Benchmark AFL++ LibAFL PCSF AFL Darwin MOPT EcoFuzz
Median 98.00 97.00 98.00 93.00 93.00 93.00 93.00
Mean 97.29 97.14 94.86 92.71 92.43 92.00 87.86
libpng_libpng_read 96.00 96.00 97.00 93.00 93.00 93.00 93.00
libxml2_xml 98.00 98.00 99.00 95.00 96.00 96.00 96.00
libxslt_xpath 99.00 96.00 99.00 93.00 91.00 90.00 81.00
openssl_x509 99.00 99.00 99.00 99.00 99.00 99.00 99.00
sqlite3 94.00 99.00 80.00 84.00 83.00 81.00 62.00
stb_stbi_read 96.00 95.00 92.00 89.00 89.00 88.00 88.00
zlib_zlib_uncompress 99.00 97.00 98.00 96.00 96.00 97.00 96.00
libxslt_xpath libpng_libpng_read_fuzzer
é‘ 10500 % 2 1”07
T //d = s
d"} s,o‘o" @'Q & p ’@*\e @e‘?‘ e\&" 1880 — E;’::

Fuzzer

Figure 2: Final coverage on libxslt_xpath.

targets primarily follow linear processing pipelines with early rejec-
tion of invalid inputs. They lack the complex branching and varied
execution paths found in larger, more general-purpose programs. In
contrast to the high-variance targets in Section 4.2.1, these targets
offer limited opportunities for fuzzers to differentiate themselves.

5 Takeaways
5.1 Fuzzers That Outperformed AFL

AFL++ consistently delivers on its promises, achieving the highest
mean performance (97.29%) through enhanced mutations over AFL.
LibAFL’s architectural redesign provides clear but target dependent
advantages, with its in-process execution model beating out AFL++
in some cases (such as sqlite3). PCSF demonstrated efficacy on
structured parsing targets (1ibxm12_xml: 99.00%, 1libxslt_xpath:
99.00%) where context-sensitivity provides clear benefits. As shown
in Figure 3, these performance differences typically emerge within
the first hour of fuzzing and remain stable throughout longer runs.

5.2 Minimal Gains Over Baseline

Both Darwin and MOPT delivered results on par with the AFL
baseline. Despite theoretical promises of adaptive optimization,
these approaches showed minimal practical improvements across
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Figure 3: Coverage over time on libpng libpng read.

all target types. This aligns with Darwin’s paper, which reported
only a 1.6% increase in unique paths.

EcoFuzz achieved only an 87.86% mean performance, worse than
the decade-old AFL. The energy conservation approach proved
particularly detrimental on complex targets, like sqlite3 as shown
in Figure 1, indicating that attempts to reduce "redundant” explo-
ration may limit beneficial coverage paths. These findings align
with Schloegel et al. [29], who independently found that EcoFuzz
achieves lower code coverage than AFL on standard coverage met-
rics.

5.3 Recommendations

For general-purpose fuzzing, AFL++ serves as a reliable starting
point, consistently delivering strong performance across diverse
targets. When fuzzing high-value targets, practitioners should in-
vest time in characterizing both program structure and behavior to
select the most appropriate fuzzer.

6 Conclusion

This paper presented an independent evaluation of six modern
grey-box fuzzers across seven real-world targets. Our results show
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that while PCSF, AFL++, and LibAFL deliver measurable improve-
ments over AFL, the remaining three fuzzers fail to outperform
the decade-old baseline. Darwin and MOPT showed no meaningful
improvement, while EcoFuzz actively underperformed.
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